In the nanoelectronics era, multiple faults or failures in circuits and systems deployed in mission-and safety-critical applications, such as space, aerospace, nuclear etc., are known to occur. To withstand these, higher order redundancy is suggested to be used selectively in the sensitive portions of a circuit or system. In this context, the distributed minority and majority voting based redundancy (DMMR) scheme was proposed as an alternative to the N-modular redundancy (NMR) scheme for the efficient implementation of higher order redundancy. However, the DMMR scheme is not self-healing. In this paper, we present a new self-healing redundancy (SHR) scheme that can inherently correct its internal faults or failures without any external intervention, which makes it ideal for mission/safety-critical applications. To achieve the same degree of fault tolerance, the SHR scheme requires fewer function blocks than the NMR and DMMR schemes. We present the architectures of the proposed SHR scheme, discuss the system reliability, and provide the design metrics estimated for example SHR systems alongside the corresponding NMR and DMMR systems using a 32/28-nm CMOS technology. From the perspectives of fault tolerance, self-healing capability, and optimizations in the design metrics, the SHR scheme is preferable to the NMR and DMMR schemes.
I. INTRODUCTION
In the modern electronics era, circuits and systems used in mission-and safety-critical applications such as space, aerospace, nuclear, etc. are known to be increasingly susceptible to multiple faults or failures due to the impact of radiation on small device geometries [1] - [6] and/or other phenomena such as aging [6] , [7] . To cope with these, as a potential solution at the architecture level, higher order redundancy such as 5-modular redundancy (5MR), 7-modular redundancy (7MR), 9-modular redundancy (9MR) etc. are suggested to be used selectively [8] in the sensitive or critical portions of a mission-or safety-critical circuit or system to achieve greater fault tolerance. The 5MR, 7MR, and 9MR represent the 5-tuple, 7-tuple, and 9-tuple versions of the N-modular redundancy (NMR) respectively.
In the well-known and established NMR scheme [9] , [10] , shown in Fig. 1a , a majority, i.e., (N + 1)/2 function blocks out of the N identical function blocks, are required to operate correctly, where N is odd. Here, the term 'function block' is used to refer to a circuit or a system. All the function blocks are supplied with identical inputs. The corresponding outputs of the N function blocks viz. F 1 to F N are given to a voter, which determines the correct output of the NMR system through majority voting.
In the DMMR scheme [11] , which is an alternative of the NMR scheme, depicted by Fig. 1b , M identical function blocks are used which are split into two groups as Group 1 and Group 2, marked in Fig. 1b . The DMMR voter consists of the AO222 gate, a (M-3)-input OR gate, and a 2-input AND gate corresponding to each primary output of the function blocks. Group 1 comprises 3 function blocks, and Group 2 comprises (M-3) function blocks. In this context, Fig. 1b is said to portray the 3-of-M DMMR scheme. The outputs of function blocks 1, 2 and 3 i.e., D 1 , D 2 and D 3 are given to a majority gate (i.e., AO222 gate) whose output is marked as G 1 . Since majority voting is performed on the outputs of function blocks 1, 2, and 3, it is required that at least 2 out of the 3 function blocks constituting Group 1 should operate correctly.
P. Balasubramanian, D. Maskell: SHR Scheme for Mission/Safety-Critical Applications FIGURE 1. Block diagrams of (a) NMR system architecture, and (b) (3-of-M) DMMR system architecture.
The DMMR scheme inherently accords higher priority to the outputs of Group 1 compared to the outputs of Group 2. The faulty state or the failure of Group 1 due to any common mode faults or failures of its function blocks could affect the DMMR system operation, as the output of Group 1, which is governed by the Boolean majority, serves as the reference output. This is the same case with an NMR system wherein a violation of the Boolean majority condition of its function blocks could affect the NMR system operation.
In Fig. 1b , the outputs of function blocks 4 to M are given to a (M-3)-input OR gate, which may be arbitrarily decomposed, and its output is marked as G 2 . In general, at least 1 out of the (M-3) function blocks comprising Group 2 should operate correctly although there may be an exception depending on the inputs. For example, in Fig. 1b , if G 1 is 0, regardless of the value of G 2 , the output of the DMMR system could evaluate to 0 since the intermediate outputs G 1 and G 2 are AND-ed together to produce the DMMR system output. Let us consider another scenario. Supposing 2 out of the 3 function blocks in Group 1 output 1, G 1 = 1; and if all the function blocks in Group 2 have failed, G 2 = 0. Under this condition, the DMMR system would produce an output of 0, which is erroneous. This is because in a DMMR system, the output(s) of Group 1 serve as the reference for the output of the DMMR system. Although this scenario is unwarranted since at least one of the function blocks in Group 2 is generally expected to operate correctly, nevertheless this example shows that when none of the function blocks VOLUME 6, 2018 in Group 2 operate correctly, which represents the worst-case, there is a possibility to produce an erroneous output, and the DMMR system cannot self-heal. Moreover, there would be no indication to the outside world that the DMMR system is erroneous under this scenario.
A 3-of-5 DMMR system can mask the faults or failures of maximum of 2 function blocks. The 3-of-6 and 3-of-7 DMMR systems can mask the faults or failures of maximum of 3 and 4 function blocks respectively. With respect to the NMR scheme, the 5MR, 7MR, and 9MR systems can mask the faulty or failure states of up to 2, 3, and 4 function blocks respectively. Based on the fault tolerance, the 3-of-5, 3-of-6, and 3-of-7 DMMR systems form the respective redundant counterparts of the 5MR, 7MR, and 9MR systems [11] .
In the remainder of this paper, Section 2 presents the new self-healing redundancy (SHR) scheme by describing the system architectures and compares the system reliabilities of NMR, DMMR and SHR schemes. Example implementations corresponding to the NMR, DMMR, and SHR schemes are discussed in Section 3. Finally, the conclusions are drawn in Section 4.
II. SHR -SYSTEM ARCHITECTURES, OPERATION, AND RELIABILITY

A. SHR SYSTEM ARCHITECTURES
Two SHR system architectures are presented. One is the 2-of-4 SHR system architecture shown in Fig. 2a , and the other is the generic 2-of-M SHR system architecture shown in Fig. 2b , where M > 4. In a 2-of-4 SHR system, 4 identical function blocks are used, which are partitioned into two groups as Group 1 and Group 2, as shown in Fig. 2a . Group 1 consists of 3 function blocks and Group 2 consists of 1 function block. If the function blocks have multiple outputs, say K outputs each, there would be K implementations of the SHR voter shown in Figs. 2a and 2b . Also, the selfhealing circuit, shown in Figs. 2a and 2b, would feature (K-1) copies. As a minimum, the correct operation of at least 2 out of the 3 function blocks in Group 1, which is governed by the Boolean majority, is essential to guarantee the correct operation of the 2-of-4 SHR system, and this represents the worst-case scenario for the 2-of-4 SHR system.
On the other hand, in a generic 2-of-M SHR system where M > 4, the M identical function blocks are also partitioned into two groups as Group 1 and Group 2, as shown in Fig. 2b . In a generic 2-of-M SHR system, the value of M determines the degree of fault tolerance. Again, the correct operation of at least 2 out of the 3 function blocks in Group 1 is mandatory, which represents the worst-case scenario for a 2-of-M SHR system. The SHR scheme is more relaxed and accommodative than the counterpart NMR and DMMR schemes with respect to the fault tolerance. A 2-of-4 SHR system can tolerate the faults or failures of 2 function blocks. To the best of our knowledge, in the existing literature, there is no redundant system architecture that can mask the faults or failures of 2 function blocks while using only 4 identical function blocks. A 2-of-M SHR system can withstand the faults or failures of maximum of (M-2) function blocks. This degree of fault tolerance achievable by a 2-of-M SHR system is significant given that an NMR system can tolerate the faults or failures of maximum of (N-1)/2 function blocks, and a 3-of-M DMMR system can tolerate the faults or failures of up to (M-3) function blocks. Hence, the fault tolerance of the SHR scheme is superior to the NMR and DMMR schemes.
The 2-of-4 SHR, 5MR, and 3-of-5 DMMR systems have maximum fault tolerance of 2 function blocks. The 2-of-5 SHR, 7MR, and 3-of-6 DMMR systems feature maximum fault tolerance of 3 function blocks. The 2-of-6 SHR, 9MR, and 3-of-7 DMMR systems have maximum fault tolerance of 4 function blocks. These imply that the SHR architecture requires fewer function blocks than the NMR and DMMR architectures to achieve the same degree of fault tolerance. The logic expressions defining the internal and primary outputs of the 2-of-4 and 2-of-M SHR systems shown in Fig. 2 are given below. Equations (1) and (2) correspond to the 2-of-4 SHR system shown in Fig. 2a , and (1), (3), (4), (5) and (6) correspond to the generic 2-of-M SHR system shown in Fig. 2b . In the equations, the symbol represents the logical inversion, the product implies logical conjunction, and the sum implies logical disjunction.
B. SHR SYSTEMS OPERATION
(1) Tables 1 and 2 illustrate the operation of the 2-of-4 and 2-of-M SHR systems respectively. These tables capture the distinct input combinations corresponding to Group 1, and a representative set of the distinct input combinations corresponding to Group 2 to describe the normal and self-healing operations of the SHR systems. Tables 1 and 2 illustrate 5 possible scenarios with respect to the SHR systems shown in Figs. 2a and 2b. These scenarios are also applicable to SHR systems which might consist of function blocks with multiple outputs. Tables 1 and 2 consider the non-faulty and faulty (but maskable) states of the function blocks comprising Group 1 and Group 2, and the complete failure of Group 2. The complete failure of Group 1 is neglected. This is because VOLUME 6, 2018 the output of Group 1, which is governed by the Boolean majority, is kept as the reference while considering the output of Group 2 to determine the output of the SHR system (SSO). The SHR architecture, like the DMMR architecture, inherently accords higher priority to the output of Group 1 compared to the output of Group 2. This is because the Boolean majority condition is unambiguous, but the Boolean minority condition may be ambiguous. For example, if at least 2 out of the 3 function blocks in Group 1 of the 2-of-M SHR system (shown in Fig. 2b ) would agree to produce the same output, then there would be no ambiguity in the production of the correct majority output (MAJ). On the other hand, if we assume that the output of one of the function blocks in Group 2 (say, B 4 ) of the 2-of-M SHR system is 1, and the outputs of the rest of the function blocks are 0, i.e., B 5 up to B M are 0, then 0 and 1 can be specified as the outputs of Group 2, according to the Boolean minority condition, since at least B 4 is 1 and at least one of B 5 up to B M is 0, which causes an ambiguity. Therefore, the output of a 2-of-M SHR system is primarily governed by the output of Group 1, which is subject to the Boolean majority condition, i.e., in a 2-of-M SHR system, SSO is equal to the output of Group 1 i.e., MAJ, as reflected in (2) and (6) . This would also be evident from Tables 1 and 2 .
In Table 1 , Scenario 1 signifies the perfect states of Group 1 and Group 2, and SSO = MAJ under this scenario, which is correct. Scenarios 2 and 4 signify the faulty but the maskable state of Group 1 and the non-faulty state of Group 2. Under either of these scenarios, at least 2 out of the 3 function blocks in Group 1 produce the same output satisfying the Boolean majority, which tallies with the output of Group 2. Hence, MAJ = B 4 and SSO = MAJ, which is correct. Scenarios 3 and 5 represent the faulty but the maskable state of Group 1 and the (worst-case) complete failure of Group 2. As a result, MAJ = B 4 . However, due to the action of the self-healing circuit, and according to (2), SSO = MAJ, which is correct. Thus, the worst-case scenario of the complete failure of Group 2 would be tolerated by the 2-of-4 SHR system provided its voter and self-healing circuit are perfect. In general, compared to the function blocks, the voter and the self-healing circuit may account for just a small proportion of a SHR circuit or system and so the assumptions of a perfect voter and a self-healing circuit may be reasonable.
In Table 2 , the representations used for the outputs of the function blocks corresponding to Group 2 imply the following: i) 'B 4 . . In Table 2 , Scenario 1 represents the perfect states of Group 1 and Group 2, and in this scenario I 1 and I 2 are equal, and hence MAJ and MIN are also equal and correct. Hence, SSO is also correct. Scenarios 2 and 4 represent the faulty but the maskable states of Group 1 and Group 2. In Scenario 2, because at least 2 of the 3 function block outputs in Group 1 are 0, MAJ evaluates to 0 as per the Boolean majority. Since B 4 is 0 under this scenario, I 1 = 0. Since MAJ selects I 1 to forward its value to MIN, therefore MAJ = MIN = SSO = 0, which is correct. With respect to Scenario 4, because at least 2 out of the 3 function block outputs in Group 1 are 1, MAJ equates to 1 as per the Boolean majority. Since B 4 is 1 under this scenario, I 1 = 1. Because MAJ selects I 1 and forwards its value to MIN, therefore MAJ = MIN = SSO = 1, which is correct.
Scenarios 3 and 5 signify the faulty but the maskable state of Group 1 and the (worst-case) complete failure of Group 2. Given Scenario 3, since at least 2 out of the 3 function block outputs corresponding to Group 1 are 0, therefore MAJ = 0. Due to the assumption of the complete failure of Group 2, therefore B 4 up to B M are all 1. Since I 1 and I 2 are both 1 under this scenario, therefore MIN = 1. Although MAJ and MIN are contradictory, nevertheless, since they are supplied to the self-healing circuit, as per (6), SSO correctly evaluates to 0. Now considering Scenario 5, at least 2 out of the 3 function block outputs corresponding to Group 1 are 1, and so MAJ = 1. Due to the assumption of the complete failure of Group 2, B 4 up to B M are all 0. Since I 1 = I 2 = 0, therefore MIN = 0. Again, although MAJ and MIN are contradictory, based on the action of the self-healing circuit and according to (6) , SSO correctly evaluates to 1.
C. RELIABILITY OF SHR SYSTEMS
Let R represent the reliability i.e., the probability of the correct operation of a function block, and (1-R) specifies the probability of its incorrect operation. It is implied that R = R(t) in the system reliability equations, i.e., the reliability is expressed as a function of time t. Let us assume that the reliabilities of multiple function blocks used in various redundant systems such as NMR, DMMR and SHR systems are equivalent since identical function blocks are used. Further, assuming the perfect behavior of the voters (and the self-healing circuits) comprising various redundant systems, the system reliability equations of the 2-of-4 (R 2−of−4 ), 2-of-5 (R 2−of−5 ), and 2-of-6 (R 2−of−6 ) SHR systems are given by (7) to (9) . Equations (7) to (9) have been derived based on the notion that the reliability of the 2-of-4 or a 2-of-M SHR system is dependent upon the correct operation of at least 2 or all the 3 function blocks present in Group 1 which is accompanied by the correct operation of one or more or all the function blocks in Group 2, or the minimum correct operation of at least 2 out of the 3 function blocks present in Group 1 (which represents the worst-case scenario).
A plot of the reliabilities of the above mentioned SHR systems versus the function block reliability is shown in Fig. 3 alongside the reliabilities of the corresponding NMR and DMMR systems, and the simplex system. It was noted that (7) to (9) yield the same system reliability values for similar values of the function block reliability. Hence the system reliabilities of the 2-of-4, 2-of-5, and 2-of-6 SHR systems are shown using a single plot viz. the SHR in Fig. 3 .
It can be seen in Fig. 3 that the reliability of a SHR system is slightly less than the reliabilities of higher order NMR systems and is equal to or slightly greater than the reliabilities of DMMR systems for R > 0.5. It was found that the reliability of a SHR system is the same as the reliability of a 3-modular redundant (3MR) system. The reliability of a function block employed in a mission-or safety-critical system is generally high [13] i.e., 0.9 < R < 1. Hence, considering a range of function block reliabilities varying from 0.9 to 0.99 in steps of 0.01, we found that, on average, the reliability of a SHR system is marginally less than the reliabilities of the 5MR, 7MR, and 9MR systems by 0.8%, 1%, and 1.1% respectively. This is the minor trade-off involved in the SHR scheme versus the higher order NMR schemes to attain significant reductions in the number of function blocks used to achieve the same degree of fault tolerance. However, over the same range of function block reliabilities considered, i.e., 0.9 to 0.99, it was noted that the mean reliability of a SHR system is marginally greater than the mean reliabilities of the 3-of-5, 3-of-6, and 3-of-7 DMMR systems.
Although the 2-of-4 or 2-of-M SHR systems could tolerate the worst-case scenario of the complete failure of Group 2 and still produce the correct output, nevertheless the correct operation of Group 2 in conjunction with Group 1 significantly contributes to the reliability of SHR systems, which may be evident from Fig. 4. Figs. 4a, 4b and 4c show the plots of the system reliabilities of the 2-of-4, 2-of-5 and 2-of-6 SHR systems based on the corresponding group(s) reliabilities i.e., by assuming either Group 1 is alone operating correctly or both Group 1 and Group 2 are operating correctly. It may be noted that when Group 1 and Group 2 operate correctly the SHR system reliability becomes high compared to the correct operation of just Group 1. Further, the reliability contribution resulting from the correct operation of Group 1 and Group 2 to the SHR system reliability tends to increase with an increase in the level of redundancy, as seen from Figs. 4a, 4b and 4c.
III. RESULTS AND DISCUSSION
Example 2-of-4, 2-of-5, and 2-of-6 SHR systems and their corresponding NMR (5MR, 7MR, 9MR) and DMMR (3-of-5, 3-of-6, 3-of-7) systems were implemented in semicustom ASIC design style using the gates of a 32/28nm CMOS standard digital cell library [14] . A 4 × 4 array multiplier was used for the function blocks, as in [11] . This is to facilitate a straightforward comparison with the NMR and DMMR systems realized in [11] , which also utilized the 4 × 4 array multiplier for the function blocks.
The NMR, DMMR, and SHR systems physically implemented were verified by performing functional simulations. The switching activity captured through the functional simulations were used for the average power estimation. The average power was estimated accurately by performing a time-based power analysis. The simulations were performed by supplying all the distinct input vectors identically to all the function blocks at time intervals of 2.5ns (400MHz), like [11] . This paves the way for a direct comparison of the design parameters of different redundant systems after synthesis. The average power dissipation, critical path delay, and area of the redundant systems, estimated using Synopsys tools, are given in Table 3 . It is observed from Table 3 that the SHR systems, in general, dissipate less power and occupy less area than the corresponding NMR and DMMR systems. This is because the SHR systems require fewer function blocks than the counterpart NMR and DMMR systems to achieve the same degree of fault tolerance. The 2-of-4, 2-of-5 and 2-of-6 SHR systems report respective reductions in the power dissipation by 26.5%, 37.9% and 50% compared to the 5MR, 7MR and 9MR systems, and by 18.8%, 8.2% and 7.8% compared to the 3-of-5, 3-of-6 and 3-of-7 DMMR systems. In terms of the area, the 2-of-4, 2-of-5 and 2-of-6 SHR systems report respective reductions by 25.5%, 37.8% and 50.7% compared to the 5MR, 7MR and 9MR systems, and by 18%, 5.2% The split-up of the power dissipated by the function blocks and the voters of NMR and DMMR systems, and the power dissipation components of the function blocks, voters, and self-healing circuits of the corresponding SHR systems is shown in Fig. 5 . The NMR and DMMR systems contain just the voter besides the function blocks, whereas the SHR systems consist of the voter and the self-healing circuit. The voter of a 2-of-M SHR system is more complex than the voter of a counterpart 3-of-M DMMR system. This would be evident upon comparing Fig. 2b with Fig. 1b. Fig. 6 shows the area occupancies of the voters corresponding to NMR and DMMR systems, and the areas of the voters and self-healing circuits of the counterpart SHR systems.
The majority voter of a NMR system substantially increases in size for an increase in the redundancy [11] . Hence, the power dissipation components of majority voters corresponding to the NMR systems increases considerably for an increase in the redundancy, which can be noticed from Fig. 5 . The majority voters of the 5MR, 7MR, and 9MR systems dissipate 15.3µW, 38.4µW, and 75µW respectively. In comparison to the NMR majority voters, the voter of a DMMR or a SHR system gradually increases in size for an increase in the redundancy. The average power dissipation components of the voters corresponding to the 3-of-5, 3-of-6, and 3-of-7 DMMR systems are 8µ W, 8.1µW, and 10µW respectively. On the other hand, the power dissipation components of the voters corresponding to the 2-of-4, 2-of-5, and 2-of-6 SHR systems are 3.5µW, 13.1µ W, and 13.5µW respectively; the respective power dissipation components of their self-healing circuits are 3.8µW, 3.7µW, and 3.7µW. Hence, the power dissipation components of the voters belonging to the DMMR systems, and the power dissipation components of the voters and self-healing circuits of the SHR systems are found to increase only nominally with an increase in the redundancy.
The critical path of a NMR system comprises the function block and the majority voter. The voters of NMR systems would incorporate more logic for increases in the redundancy, which would be accompanied by increases in the logic depth [11] . As a result, the critical path delays of the NMR systems are greater than the critical path delays of the DMMR and SHR systems. The critical path of a DMMR system entails a function block and the DMMR voter (i.e., the AO222 gate and a 2-input AND gate), as shown in Fig. 1b . On the other hand, the critical path of a SHR system would traverse a function block, the voter (i.e., the AO222 gate in a 2-of-4 SHR system, and the AO222 gate and the 2:1 MUX in a 2-of-M SHR system), and the self-healing circuit (i.e., the inverter and an AO22 gate). Thus, the critical path delay of a SHR system would be slightly greater than the critical path delay of a DMMR system due to an increase in the logic depth, which is evident from Table 3 .
In terms of the critical path delay, the SHR systems are generally better than the NMR systems but not than the DMMR systems. The 2-of-4, 2-of-5 and 2-of-6 SHR systems achieve 5.1%, 5.4% and 13.8% reductions in the critical path delay compared to the 5MR, 7MR and 9MR systems. This is because the voters of 5MR, 7MR and 9MR systems incorporate more logic as seen in Fig. 6 , and feature increases in the logic depth compared to the voters of corresponding SHR systems. On the other hand, the 3-of-5, 3-of-6 and 3-of-7 DMMR systems report 3.2%, 15.1% and 14.2% reductions in critical path delay than the 2-of-4, 2-of-5 and 2-of-6 SHR systems. However, if sophisticated function blocks are considered for deployment, the differences between the critical path delays of DMMR and the corresponding SHR systems may not be significant since the propagation delay of the function block may dominate the delay of the voter or the combined delays of the voter and the self-healing circuit of the SHR systems. Also, when bigger function blocks are used, the proposed SHR scheme will stand to gain more over the NMR and DMMR schemes since it was shown that the SHR scheme requires fewer identical function blocks compared to the NMR and DMMR schemes.
IV. CONCLUSIONS
This paper presented a novel SHR scheme for the design of circuits, sub-systems, and systems meant for use in missionand safety-critical applications. The proposed SHR scheme requires fewer function blocks than the NMR and DMMR schemes to achieve the same degree of fault tolerance. As a result, the SHR scheme leads to enhanced optimizations in the design metrics. The system reliability based on the SHR scheme is equal to the system reliability of the 3MR scheme; is slightly greater than the system reliability of the DMMR scheme; and is slightly less than the system reliability of the higher order NMR scheme. Unlike the NMR and DMMR schemes, the SHR scheme is self-healing. In the NMR scheme, the Boolean majority condition should be satisfied by at least (N + 1)/2 out of the N identical function blocks. However, in the SHR scheme, the Boolean majority condition is imposed on only 3 function blocks comprising Group 1, like the DMMR scheme. From the perspectives of fault tolerance, self-healing capability, and reductions in the design metrics, we infer that the SHR scheme is preferable to the NMR and DMMR schemes.
